Praxis

Datelen verschlusseln
Malillverkehr verschlusseln



Web Server

SSL -
WLAN S yrps sfip

ftps sCp
PGP/GPG, S/MIME \

Mobil telefonieren (GSh)

\/



Verschlusseln von Dateien

* Asymmetrisch verschlusseln:
- gpg --output test.gpg --encrypt --recipient EF2EC201 test.txt

- bei recipient auch mehrere Empfanger
- auch eigenen PubKey angeben!

e Asymmetrisch entschlusseln:
- gpg --output test.klar --decrypt test.gpg

- Passphrase fur eigenen PrivKey eingeben

e Symmetrisch verschlusseln:
- gpg --output test.sym --symmetric test.txt

- Passphrase zum Ver- und Entschlusseln (neu!
nicht das fur PrivKey!)



Mail verschlusseln

e Mailprogramme:

- Linux: Enigmail (Mozilla/Thunderbird),
Evolution, KMail, mutt, Sylpheed...

- Win: Enigmail (Mozilla/Thunderbird), Outlook
Plugin, EudoraGPG...

- Mac: Enigmail (Mozilla/Thunderbird), Apple
Mail Plugin...

 Beispiel Enigmail:
- http://enigmail.mozdev.org/


http://enigmail.mozdev.org/

Enigmail einrichten

= a @' Compose: (no subject)

. File Edit View Options Enigmail Tools Window Help

% ‘:E@ v A @' OpenPGP Options {(Enigmail)

- o T T ldentity: Jutta Horstmann <yxhe@cs u-berlin.de=

Frotm: [ Jutta Horstmann <y<he@cs tu-herli

Enable OpenPGR support (Enigmail) for this identity

L To:

() Use Email address of this account to identify OpenPGF key
(&) Use specific OpenPGP key 1D (0x1234ABCDY:

[ aelect key .. ]

. Subject: | - Message Composition Default Options

[] Sign non-encrypted messages by default
[] Sign encrypted messages by default

[] Encrypt messages by default

= @' OpenPGP Key Selection 86

], ][ Cancel

- aelect OpenPGP Key for Encryption

Account £ User ID Created | Key ID
Jutta Haorstimann (Woarkshop 2) <jh@weltraumsofa.de= 2004-12-17 147302480

Jutta Horstimann <jhi@Eweltraumsofa.de= 2004-12-12 EFZECZ01




Enigmail: Verschlusselt senden

O [[Fption&s O O
[] Sign kessage
Encrypt Meszage

[] Use PGF/MIME

[ 0].8 ][ Cancel

—e L] OpenPGP Key Selection

Recipients nat found === Ox| -

hine@metradiv.de

=elect Recipients for Encryption

| Account £ User 1D | Expiry | Key 1D [
O [+ Jan.Muehlig <Jan.huehlig@relevantive. de= 54143004
O Jutta Harstmann (Workshop 2) <jh@weltraumsofa.des= 14730250
] Jutta Harstmann <jh@weltraumsofa.de= EFZECEZ0T

[ ] Send mail unencrypted and not signed

L

[ Eefresh key List ] [ Download missing keys ]

[ 8] ] [ Cancel ] [Create per-recipient rule(sj]




Enigmail: Verschlusselt empfangen

— aubject: 21C3 Keysigning (key: 0XEF2ZEC201)
From: gpohot-21C3@kUuehne.ch
Date: 22122004 15:09

'+9 Enigmail

To: [hErweltraumsofa.de =1 -Q] nigma 66
_____ EFGIN PCP MESSARF-————- ";“; ' Flease type in your GPG passphrase
hOEQA+DJESE /SzNEFEAP /E8PLYIqwELT
OPOHELYcCEVUYZE cRNMS 0 nhr HN1 Tud)
tWxEASYHAEF £ /2nOHTUElhE=GaTf4 g3
F2o1i¥eTeQIvowsh Ivhh 1UyEBunBWIERC Remember for 3 idle minutes
oV IsExrnyF SUEYTWELY 1 pVrgTgTpfshi
HGwe2yak hETV+ LZMUVYAUZEnlewch [ ok ][ cancel

Sz VN +DH,/HEkuV /IT9 /= 1WL VY E0 3BW.
z3r If 1 TEDhD aneNNuMW I QUVhEenhL C s 2a35F Wb =P T hwBnt Yol tdkToLcmE ol
EFFo8YHreEBs0G]1iyTI14Z2CT9ttAGEYNI AL /4 LxMUdchasdr 3ez qI £ T 1ANH G
LF30tN29E380:0HV1F o1y Tw S kMAL U CESnuAf AchQUT caM P +oo3f EMs dWwhi g
p¥1Emeqg/SEZ3ddV ¥ 0P LR0XOnLESpRE2nh E1wEb gl LUWA gaaZnHypxf salsNRGsekh
bzxlgTellckzuBgETAT Tzgf /Rg]qMn2pnwiSy1E38C00zYzUF ODPZcF JMgnE JwNT
a1lB0V,/ %1 sEINSyBwRYIc1U0F 1R8cEhfnr BAF 0BpaWquioeRPAR1 0bBhZ010BLT
oHEMhdUgFElzpZ thgknITeBYULRE TyDECes2CHox9 T 3yqdd SeEhFPabwigfxbpr
COcFiuZtiwle hfk¥IXpEsomMplV¥mb64E gy /=54Me ENy Ih S E1KdEn OviaZz T TE6
0qr¥ET=HF 0 /COT6Enk019wELAAIUS T0g2dChENGL1 Bph Mz Jugh+ Ky INgEhD0 3T




Noch Fragen?




